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DETAILED ACTION 

■ 

1 . Claims 1-9.11 -29, 31 -35, 37-52. and 54-57 are pending. 

2. Claims 10, 30, 36, and 53 have been cancelled by applicant. 

Continued Examination Under 37 CFR 1.114 

3. A request for continued examination under 37 CFR 1.114, including the fee set 

forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .1 7(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
10/22/2007 has been entered. 

Claim Objections 

4. Claims 1, 5, and 40 are objected to because of the following informalities: 
Claim 1 on line 13 contains grammatical error, reciting "configured execute". It 

should be configured to execute. 

Claim 5 only recite "(Original)", but the rest of the claim is missing. 

Claim 40 on line 6 contains grammatical error, reciting "one or the cryptographic 
operations". It is unclear whether "the one" is meant to refer to cryptographic 
instructions or operations or whether this is meant as one or more of the cryptographic 
operations. 
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Appropriate correction is required. 



Response to Arguments 

5- Applicant's arguments filed 10/22/2007 have been fully considered but they are 
not persuasive. 

Examiner traverses the arguments on pg.17 and pg.18. citing col. 10-1 2 to show 
that Hashimoto does not perform a prescribed cryptographic operation on the 
instructions nor suggest a cryptographic instructions that prescribes one of the 
cryptographic operations. The cited passage shows that Hashimoto includes the 
execution of plaintext instructions and execution of encrypted instructions where the 
instructions for controlling these states are provided as an encryption execution start 
instruction for making a transition from the execution of plaintext instructions to the 
execution of encrypted instructions, and another plaintext return instructions for making 
a reverse transition (col. 10, lines 38-47). The execution of either plaintext or encrypted 
instructions suggests output blocks. Hashimoto includes the encrypted region 
comprises sequence of encrypted instructions that are subdivided into blocks and 
encrypted by the secret key algorithm (col. 10, lines 55-60). This suggests the 
encrypted instructions as the claimed cryptographic instruction prescribes cryptographic 
operations which can broadly interpret as an encryption by the secret key algorithm. 
Further, Hashimoto discloses during the encrypted instruction, the content of the 
specified region is read out to the instruction execution unit of the processor as data and 
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sent to the public key decryption function for decryption by using the secret key Ks 
unique to the processor (col.1 1 , lines 19-25 and 34-42). This suggests the encrypted 
instruction prescribes the decryption using the secret key can be one of the claimed 
cryptographic operations. Hashimoto discloses access control with respect to the 
information storage inside the processor and the encryption based on a pair of a unique 
public key Kp and a unique secret key Ks provided inside the processor where the 
public key can be read out by the program by using instructions (col.9, lines 53-67). The 
execution code decryption unit decrypts the plurality of read out programs by using 
respectively corresponding keys (coL16, lines 15-30). Hence, Hashimoto obviously 
suggests the claimed cryptographic instruction prescribes one of the cryptographic 
operations to be executed on a plurality of input text blocks and generation of a 
corresponding plurality of output data blocks. 

Examiner traverses the arguments on pg.1 7, that Hashimoto does not teach 
generating a corresponding plurality of output blocks and storing them to the memory. 
The claimed output blocks are not specifically defined or described what the output 
blocks are. The claimed invention recites the input blocks are retrieved from memory 
and output blocks are stored to said memory. This broadly suggests both the input 
blocks and the output blocks are stored in the same memory that the these blocks can 
either be in plaintext or ciphertext form. Thus, the output blocks can broadly be 
interpreted as either the decryption or encryption related data blocks and same can be 
given in light for the input blocks (col.1 0, lines 38-45). 



I 
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As for storing the output blocks to a memory. Hashimoto discloses the processor 
entered into the encrypted instruction execution state where the instructions are read 
from the main memory (col.1 1 , lines 34-40) and reads out a plurality of programs 
encrypted by using different execution code encryption keys from a main memory 
(C0LI6, lines 15-30). Hashimoto discloses the execution codes of a program encrypted 
by secret key scheme block cipher algorithm are stored on the main memory (col. 17, 
lines 43-45). Further. Hashimoto discloses the decrypted execution codes are to be 
stored has an attribute memories in correspondence to the cache lines such that when 
the decrypted execution codes are stored in the L1 instruction cache by the code 
decryption function, the key object identifier is written to the attribute memory. In the 
case of reading the encrypted data from the memory and decrypting it, the contents of 
the data protection attribute registers are read out from the register file (col.29, lines 35- 
42). Therefore, Hashimoto reads on the claimed Invention because both decryption or 
encryption data/codes or plairitext (input blocks or output blocks) are generation of 
corresponding data blocks and stored to a memory (col. 10, lines 5-16 and 40-67 and 

col.29, lines 35-42). 

Examiner traverses the arguments on pg.18, that the only reference to a block 
cipher mode in Hashimoto is found In col.1 8, lines 13-18. This citation alone is sufficient 
showing that the Cipher Block Chaining mode of the block cipher is a well known in the 
art technology. Plus, Hashimoto's invention is mainly to protect program instructions 
including execution of encrypted instructions (col.9, lines 53-67 and col.10, lines 37-65) 
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combined with this method of block cipher mode (col. 16, lines 43:61 and col.lS, lines 
13-18) reads on the claimed one of plurality of block cipher modes 

Murantani is combined with Hashimoto to teach a plurality of cryptographic 
rounds. Murantani teaches an expanded key scheduling section to overcome the 
problem of sufficient storage space for storing all expanded keys In a memory (col.2, 
lines 23-45. The expanded key scheduling involves an expanded key generated by an 
expanded key scheduling section and a round function (col.2, lines 3-21 and 45-52). 
Murantani further discloses an encryption apparatus based on a common key 
encryption system in which a plurality of expanded keys are used in a predetermined 
order in a data randomizing process for encryption and in a reversed order in a data 
randomizing process for decryption (col.3, lines 19-23). Murantani discloses the round 
function as the claimed cryptographic rounds where the common key encryption system 
employing expanded keys in a reversed order between for encryption and for decryption 
(col.7, lines 10-17). Murantani discloses this leads to an advantage that a single device 
for encryption/decryption purpose can be small sized and that it is possible to generate 
an expanded key from a common key in an on-the-fly manner without consumption of 
the conventional unnecessary delay time or storage capacity (col.9, lines 38-51 and 
col. 10, lines 20-32). Thus, it would have been obvious for a person of ordinary skills in 
the art to combine the teaching of Hashimoto with Murantani teaching cryptographic 
rounds or round functions because this leads to an advantage that a single device for 
encryption/decryption purpose can be small sized and that it is possible to generate an 
expanded key from a common key in an on-the-fly manner without consumption of the 



* 

* 

Application/ Control Number: 10/727,973 * Page 7 

Art Unit: 2135 

conventional unnecessary delay time or storage capacity (Murantani - col.9, lines 38-51 
and col. 10, lines 20-32). 

As for arguments relating to claim 31 on pgs.20-22 is also traversed. The 
arguments for claim 31 have been addressed above in claim 1. 
Examiner traverses the arguments on pg.23-24, refer above for claim 40 which 
responds to the arguments addressed with similar the limitations of claim 1 but does not 
have the cryptographic rounds. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention Is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner In which the invention was made. 

6. Claims 1-9, 11-29, 31-35, and 37-39 are rejected under 35 U.S.C. 103(a) as 
being unpatentable over Hashimoto, et al. (US 6,983,374), and further in view of 
Muratani, et al. (US 7,194,090). 
Claim 1: 

Hashimoto discloses an apparatus for performing cryptographic operations, 



comprising: 
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a cryptographic instmction, received by a computing device as part of an 
instruction flow executing on said computing device, wherein said cryptographic 
instruction prescribes one of the cryptographic operations, be executed on a plurality of 
input text blocks (col.6, lines 38-60 and col.10, lines 37-64), and wherein said 
cryptographic instruction also prescribes one of a plurality of block cipher modes to be 
employed in accomplishing said one of the cryptographic operations : and (col.16, lines 
15-22 and col.24, lines 3-25; the block cipher modes can broadly be given in light of 
encryption methods or algorithms that encrypts data or particular encryption keys involved with 
the algorithm to accomplish a cryptographic operation.) 

execution logic, operatively coupled to said cryptographic instruction, configured 
to execute said one of the cryptographic operations, wherein said one of the 
cryptographic operations, wherein said execution logic comprises: (col.5, lines 58-67 
and coL1 1 , lines 13-28; Hashimoto discusses the execution logic is carried out by the 
instruction execution unit and enters the instruction execution state,) 

a cryptography unit (col.16, lines 25-28), [configured execute a plurality of 
cryptographic rounds on each of said plurality of input text blocks to generate a 
corresponding each of a plurality of output text blocks, wherein said plurality of 
cryptographic rounds are prescribed by a control word that is provided to said 
cryptography unit] (coL17, lines 43-60 and col.25, lines 17-57), and wherein said 
plurality of input text blocks are retrieved from memory, and wherein said plurality of 
output text blocks are stored to said memory; (col.16, lines 29-30 and col.29, lines 35- 
56) 
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indicating whether said one of the cryptographic operations has been interrupted 
by an interrupting event. (coL6, lines 1-18 and coL12, lines 52-55 and col.13, lines 
16-20; Hashimoto discloses the execution of the program is often interrupted by an exception 
(or interruption) processing of the processor caused by the input/output or the like (col, 9, lines 
38-40 and coL27, lines 29-31). Thus, Hashimoto reads on the claimed interrupting event) 

Hashimoto discloses a cryptography unit to generate a corresponding each of a 
plurality of output text blocks and prescribed by a control word (col. 17, lines 43-60 and 
col.25, lines 17-57) by executing protected Instructions to protect the program 
instructions and the execution state (col.9, line 53 - col. 10, line 65). However, 
Hashimoto did not further include a plurality of cryptographic rounds. 

Murantani teaches an expanded key scheduling section to overcome the problem 
of sufficient storage space for storing all expanded keys in a memory (col.2, lines 23-45. 
The expanded key scheduling involves an expanded key generated by an expanded 
key scheduling section and a round function (col.2, lines 3-21 and 45-52). Murantani 
further discloses an encryption apparatus based on a common key encryption system in 
which a plurality of expanded keys are used in a predetermined order in a data 
randomizing process for encryption and in a reversed order in a data randomizing 
process for decryption (col.3, lines 19-23). Murantani discloses the round function as 
the claimed cryptographic rounds where the common key encryption system employing 
expanded keys in a reversed order between for encryption and for decryption (col.7, 
lines 10-17). Murantani discloses this leads to an advantage that a single device for 
encryption/decryption purpose can be small sized and that it is possible to generate an 
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expanded key from a common key in an on-the-fly manner without consumption of the 
conventional unnecessary delay time or storage capacity (col.9, lines 38-51 and col. 10. 
lines 20-32). 

Therefore, it would have been obvious for a person of ordinary skills in the art to 
combine the teaching of Hashimoto with Murantani teaching cryptographic rounds or 
round functions because this leads to an advantage that a single device for 
encryption/decryption purpose can be small sized and that it is possible to generate an 
expanded key from a common key in an on-the-fly manner without consumption of the 
conventional unnecessary delay time or storage capacity (Murantani - col.9, lines 38-51 
and col. 10, lines 20-32). 

Claim 2: see Hashimoto on col. 10, lines 8-10 and 37-41; discussing an apparatus as 

recited in claim 1 , wherein said one of the cryptographic operations further comprises: 

an encryption operation, said encryption operation comprising encryption of a plurality of 

plaintext blocks to generate a corresponding plurality of ciphertext blocks. 

Claim 3: see col.5, lines 64-67 and col.11, lines 54-65; discussing an apparatus as 

recited in claim 1 , wherein said one of the cryptographic operations further comprises: a 

decryption operation, said decryption operation comprising decryption of a plurality of 

ciphertext blocks to generate a corresponding plurality of plaintext blocks. 

Claim 4: see Hashimoto on col. 10, lines 55-64; discussing the apparatus as recited in 

claim 1 , wherein said one of the cryptographic operations is accomplished according to 

the Advanced Encryption Standard (AES) algorithm. 

Claim 5: see Hashimoto on col.11, lines 13-16; discussing the apparatus as recited in 
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claim 1 , wherein said cryptograpliic instmction prescribes a block cipher mode to be 
employed in accomplishing said one of the cryptographic operations. 
Claim 6: see Hashimoto on col.3, lines 13-16; discussing the apparatus as recited in 
claim 5, wherein said one of a plurality of block cipher modes comprises electronic code 
book (ECB) mode. 

Claim 7: see Hashimoto on col.18, lines 17-18; discussing the apparatus as recited in 
claim 5, wherein said one of a plurality of block cipher modes comprises cipher block 
chaining (CBC) mode. 

Claim 8: see Hashimoto on col.18, lines 17-18; discussing the apparatus as recited in 
claim 5, wherein said one of a plurality of block cipher modes comprises cipher 
feedback mode (CFB) mode. 

Claim 9: see Hashimoto on col.5, lines 49-50; discussing the apparatus as recited in 
claim 5, wherein said one of a plurality of block cipher modes comprises output 
feedback (OFB) mode. 
Claim 10: Cancelled. 

Claim 11: see Hashimoto on col.6, lines 1-18 and col.7, lines 1-3 and col.12, lines 
52-55; discussing the apparatus as recited in claim 10. further comprising: a bit. coupled 
to said execution logic, configured to indicate whether said one of the cryptographic 
operations has been interrupted by said interrupting event. 

Claim 12: see Hashimoto on col.22, lines 48-50 and col.26, lines 58-60; discussing 
the apparatus as recited in claim 1 1 , wherein said bit is contained within a flags register. 
Claim 13: see Hashimoto on col.27, lines 59-62; discussing the apparatus as recited 
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in claim 12, wherein said flags register comprises an EFLAGS register within an x86- 
compatible rnicroprocessor, and wherein said bit comprises bit 30 within said EFLAGS 
register. 

Claim 14: see Hashimoto on col.12, lines 52-55; discussing the apparatus as recited 
in claim 1 , wherein said interrupting event comprises a transfer of program control to a 
program flow configured to process said interrupting event, and wherein execution of 
said one of the cryptographic operations on a cunrent input data block is interrupted. 
Claim 15: see Hashimoto on col.23, lines 59-60; discussing the apparatus as recited 
in claim 14, wherein, upon return of program control to said cryptographic instruction, 
said one of the cryptographic operations is performed on said current input data block. 
Claim 16: see Hashimoto on col.21, lines 30-32 and col.27, lines 31-33; discussing 
the apparatus as recited in claim 1 , further comprising: block pointer logic, operatively 
coupled to said execution logic, configured to direct said computing device to modify 
pointers to input and output data blocks in said memory to point to next input and output 

§ 

data blocks at the completion of said one of the cryptographic operations on a current 
input data block. 

Claim 17: see Hashimoto on col.21, lines 30-32 and col.27, lines 31-33; discussing 
the apparatus as recited in claim 1 , further comprising: block pointer logic, operatively 
coupled to said execution logic, configured to direct said computing device to modify 

ff 

contents of a block counter register to indicate that said one of the cryptographic 
operations has been completed on a current input data block. 

Claim 18: see Hashimoto on col.6, lines 1-18 and coL7, lines 1-3 and col.12, lines 
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52-55; discussing the apparatus as recited in claim 1, further comprising: block pointer 
logic, operatively coupled to said execution logic, configured to direct said computing 
device to preserve or to generate and preserve data resulting from performance of said 
one of the cryptographic operations on a current block of data such that, upon return 
from said interrupting event, perfomriance of said one of the cryptographic operations 
can continue with a following block of data. 

Claim 19: see Hashimoto on col.9, lines 51-52 and col.12, lines 60-63; discussing 
the apparatus as recited in claim 1 , wherein said interrupting event comprises an 
interrupt, an exception, a page fault, or a task switch. 

Claim 20: see Hashimoto on col.3, lines 1-2 and col.11, lines 54-63; discussing the 
apparatus as recited in claim 1 , wherein said cryptographic instruction is prescribed 
according to the x86 instruction format. 

Claim 21: see Hashimoto on col.3, lines 33-34 and col.11, lines 13-28; discussing 
the apparatus as recited in claim 1 , wherein said cryptographic instruction implicitly 
references a plurality of registers within said computing device. 
Claim 22: see Hashimoto on col.11, lines 13-28 and col.21, lines 30-32 and col.27, 
lines 31-33; discussing tlie apparatus as recited in claim 21, wlierein said plurality of 
registers comprises: a first register, wherein contents of said first register comprise a 
first pointer to a first memory address, said first memory address specifying a first 
location in said memory for access of said plurality of input text blocks upon which said 
one of the cryptographic operations is to be accomplished. 

Claim 23: see Hashimoto on coi.21, lines 30-32 and col.27, lines 31-33; discussing 



* 
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the apparatus as recited in claim 21, wherein said plurality of registers comprises: a 
second register, wherein contents of said second register comprise a second pointer to 
a second memory address, said second memory address specifying a second location 
in said memory for storage of said plurality of output text blocks, said plurality of output 
text blocks being generated as a result of accomplishing said one of the cryptographic 
operations upon a plurality of input text blocks. 

Claim 24: see Hashimoto on col.3, lines 33-34 and col.27, lines 58-60; discussing 
the apparatus as recited in claim 21, wherein said plurality of registers comprises: a 
third register, wherein contents of said third register indicate a number of text blocks 
within a plurality of input text blocks. 

Claim 25: see Hashimoto on col.21, lines 30-32 and col.27, lines 31-33; discussing 
the apparatus as recited in claim 21, wherein said plurality of registers comprises: a 
fourth register, wherein contents of said fourth register comprise a third pointer to a third 
memory address, said third memory address specifying a third location in said memory 
for access of cryptographic key data for use in accomplishing said one of the 
cryptographic operations. 

Claim 26: see Hashimoto on col.5, lines 8-11; discussing the apparatus as recited in 
claim 25, wherein said cryptographic key data comprises a cryptographic key. 

r 

Claim 27: see Hashimoto on col.5, lines 60-62; discussing the apparatus as recited in 
claim 25, wherein said cryptographic key data comprises a cryptographic key schedule. 
Claim 28: see Hashimoto on col.21, lines 30-32 and col.27, lines 31-33; discussing 
the apparatus as recited in claim 21, wherein said plurality of registers comprises: a fifth 
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register, wherein contents of said fifth register comprise a fourth pointer to a fourth 
memory address, said fourth memory address specifying a fourth location in said 
memory for access of an initialization vector for use in accomplishing said one of the 
cryptographic operations. 

Claim 29: see Hashimoto on col.21, lines 30-32 and coL27, lines 31-33; discussing 
the apparatus as recited In claim 21, wherein said plurality of registers comprises: a 
sixth register, wherein contents of said sixth register comprise a fifth pointer to a fifth 
memory address, said fifth memory address specifying a fifth-location in said memory 
for access of a control word for use in accomplishing said one of the cryptographic 
operations, wherein said control word prescribes cryptographic parameters for said one 
of the cryptographic operations. 
Claim 30: Cancelled. 
Claim 31: 

Hashimoto discloses the apparatus for performing cryptographic operations, 
comprising: 

a cryptography unit within a device, configured to execute one of the 
cryptographic operations (col.6, lines 38-60 and col.10, lines 37-64) responsive to 
receipt of a cryptographic instruction within an instruction flow that prescribes said one 
of the cryptographic operations (coi.5, lines 58-67 and col.15, lines 30-36; Hashimoto 
discusses the execution logic is carried out by the instruction execution unit and enters the 
instruction execution state (col.11, lines 13-28).), and wherein said crvptoaraohic instruction 
also specifies one of a pluralitv of block cipher modes to be employed when performing 
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said one of the cryptographic operations (col.16. lines 15-22 and col.24, lines 3-25; 

the block cipher modes can broadly be giver) in light of encryption methods or algorithms that 
encrypts data or particular encryption keys involved with the algorithm to accomplish a 
cryptographic operation.)^ and wherein said cryptography unit [is configured execute a 
plurality of cryptographic rounds on each of said plurality of input text blocks to generate 
a corresponding each of a plurality of output data blocks] (col.17, lines 43-60 and 
coi.25, lines 17-57), and wherein said plurality of input data blocks are retrieved from 
memory, and wherein said plurality of output data blocks are retrieved from memory; 
and (col.16, lines 25-30 and col.29, lines 35-56) 

block pointer logic, operatively coupled to said cryptography unit, configured to 
direct said devices to modify pointers to said plurality of input and output data blocks in 
memory to point to next input and output data blocks at the completion of said one of 
the cryptographic operations on a current input datablocks; and (col.11, lines 12-28 
and col.1 3, lines 42-47) 

a bit within a register (col.26, lines 58-60 and col.27, lines 59-62), operatively 
coupled to said cryptography unit, configured to indicate that execution of said one of 
the cryptographic operations has been interrupted by an interrupting event, (col.6, lines 
1-18 and col.12, lines 52-55 and col.13, lines 16-20; Hashimoto discloses the 
execution of the program is often interrupted by an exception (or interruption) 
processing of the processor caused by the input/output or the like (col.9, lines 38-40 
and col.27, lines 29-31). Thus, Hashimoto reads on the claimed interrupting event.) 
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Hashimoto discloses a cryptography unit to generate a corresponding each of a 
plurality of output text blocks and prescribed by a control word (col.1 7, lines 43-60 and 
col.25, lines 1 7-57) by executing protected instructions to protect the program 
instmctions and the execution state (col.9, line 53 - col. 10, line 65). However, 
Hashimoto did not further include a plurality of cryptographic rounds. 

Murantani teaches an expanded key scheduling section to overcome the problem 
of sufficient storage space for storing all expanded keys in a memory (col.2, lines 23-45. 
The expanded key scheduling involves an expanded key generated by an expanded 
key scheduling section and a round function (col.2, lines 3-21 and 45-52). Murantani 
further discloses an encryption apparatus based on a common key encryption system in 
which a plurality of expanded keys are used in a predetermined order in a data 
randomizing process for encryption and in a reversed order in a data randomizing 
process for decryption (col.3, lines 1 9-23). Murantani discloses the round function as 
the claimed cryptographic rounds where the common key encryption system employing 
expanded keys in a reversed order between for encryption and for decryption (col.7, 
lines 1 0-1 7). Murantani discloses this leads to an advantage that a single device for 
encryption/decryption purpose can be small sized and that it is possible to generate an 
expanded key from a common key in an on-the-fly manner without consumption of the 
conventional unnecessary delay time or storage capacity (col.9, lines 38-51 and col.1 0, 
lines 20-32). 

Therefore, it would have been obvious for a person of ordinary skills in the art to 
combine the teaching of Hashimoto with Murantani teaching cryptographic rounds or 
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round functions because this leads to an advantage that a single device for 

« 

encryption/decryption purpose can be small sized and that it is possible to generate an 
expanded key from a common key in an on-the-fly manner without consumption of the 
conventional unnecessary delay time or storage capacity (Murantani - col.9, lines 38-51 
and col. 10. lines 20-32). 

Claim 32: see Hashimoto on col.6, lines 1-18 and 61-63; discussing the apparatus as 
recited in claim 31 , wherein said interrupting event comprises an interrupt, an exception, 
a page fault, or a task switch. 

Claim 33: see Hashimoto on col.26, lines 58-60 and col.27, lines 58-60; discussing 
the apparatus as recited in claim 31 , wherein said register comprises an EFLAGS 
register within an x86-compatible microprocessor, and wherein said bit comprises bit 30 
within said EFLAGS register. 

Claim 34: see Hashimoto on col.13, lines 16-20; discussing the apparatus as recited 
in claim 31 , wherein said interrupting event comprises a transfer of program control to a 
program flow configured to process said interrupting event, and wherein execution of 
said one of the cryptographic operations on a current input data block is interrupted. 
Claim 35: see Hashimoto on col.6, lines 1-18 and col.12, lines 52-55; discussing the 
apparatus as recited in claim 34, wherein, upon return of program control to said 
cryptographic instruction, said one of the cryptographic operations is performed on said 
current input data block. 
Claim 36: cancelled 

Claim 37: see Hashimoto on col.13, lines 42-45; discussing the apparatus as recited 
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in claim 31 , block pointer logic is configured to direct said device to modify contents of a 
block counter register to indicate that said one of the cryptographic operations has been 
completed on a current input data block. 

Claim 38: see Hashimoto on col.13, lines 16-20 and 42-45; discussing the apparatus 
as recited in claim 31, wherein said block pointer logic is configured to direct said device 
to preserve or to generate and preserve data resulting from performance of said one of 
the cryptographic operations on a current block of data such that, upon retum from said 
interrupting event, performance of said one of the cryptographic operations can 
continue with a following block of data. 

Claim 39: see Hashimoto on coL3, lines 1-2; discussing the apparatus as recited in 
claim 31. wherein said cryptographic instruction is prescribed according to the x86 
instruction format. 



Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(e) the Invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 
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7. Claims 40-52 and 54-57 are rejected under 35 U.S.C. 102(e) as being 
anticipate by Hashimoto, et al. (US 6,983,374). 
Claim 40: 

Hashimoto discloses method for perfomning cryptographic operations in a device, 
the method comprising: 

fetchino a cryptographic instruction from memory, wherein said crvptoaraphic 
instruction prescribes one of the cryptographic operations (col.16. lines 25-30 and 
col.29, lines 40-49> along with one of a plurality of blocl< cipher modes to be employed 
when perfomriing the one or the cryptographic operations: (col.16, lines 15-22 and 
col.24, lines 3-25; the block cipher modes can broadly be given in light of encryption methods 
or algorithms that encrypts data or particular encryption keys involved with the algorithm to 
accomplish a cryptographic operation.) 

retrieying a plurality of input data blocks from memory; (col.11, lines 60-65) 

employing one of a plurality of block cipher modes to be and executing the one of 
the cryptographic operations (col.11, lines 13-28 and col.15, lines 30-36; Hashimoto 
discusses the execution logic is carried out by the instruction execution unit and enters the 
instruction execution state.) on the plurality of input of data blocks to generate a 
corresponding plurality of output data blocks (col.5, lines 58-67 and col.29, lines 35- 
42), wherein said executing is performed responsive to said fetching : (col.6, lines 38-60 
and col . 1 0 , 1 i nes 37-64) 

storing the corresponding plurality of output data blocks to the memory; and 

(col.11, lines 24-26) 
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indicating whether an interrupting event has occurred during said executing. 
(col.6, lines 1-18 and col.12, lines 52-55 and col.13, lines 16-20; Hashimoto discloses 

« 

the execution of the program is often inteirupted by an exception (or interruption) propessing of 
the processor caused by the input/output or the like (col, 9, lines 38-40 and col. 27, lines 29-31), 
Thus, Hashimoto reads on the claimed interrupting event.) 

Claim 41: see col.11, lines 52-55 and col.13, lines 16-20; discussing the method as 
recited in claim 40, wherein said indicating comprises pointing out whether an interrupt, 
an exception, a page fault, or a task switch has occurred during said executing. 
Claim 42: see col.26, lines 58-60 and col.27, lines 58-60; discussing the method as 
recited in claim 41 , wherein said indicating comprises modifying the state of a bit in a 
register within the device. 

Claim 43: see col.26, lines 58-60 and col.27, lines 58-60; discussing the method as 
recited in claim 41 , wherein said indicating comprises modifying the state of a bit in an 
EFLAGS register within an x86-compatible microprocessor. 

Claim 44: see coL13, lines 16-20; discussing the method as recited in claim 40, further 
comprising: transferring program control to a program flow configured to process the 
interrupting event, and interrupting said executing of the one of the cryptographic 
operations on a current input data block. 

Claim 45: see col.10, lines 32-64; discussing the method as recited in claim 44, further 
comprising: upon retum of program control to said cryptographic instruction following 
said transferring, performing said executing on said current input data block. 
Claim 46: see col.21, lines 30-32 and col.27, lines 31-33; discussing the method as 
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recited in claim 40, further comprising: directing the device to modify pointers to said 
plurality of input and output data blocks in memory to point to next input and output data 
blocks at the completion of the one of the cryptographic operations on a current input 
data block. 

Claim 47: see col.26, lines 58-60 and col.27, lines 58-60; discussing the method as 

# 

recited in claim 40, further comprising: directing the device to modify contents of a block 
counter register to indicate that the one of the cryptographic operations has been 
completed on a current Input data block. 

Claim 48: see col.10, lines 55-64; discussing the method as recited in claim 40, further 
comprising: directing the device to preserve or to generate and preserve data resulting 
from performance of the one of the cryptographic operations on a current block of data 
such that, upon return from the interrupting event, performance of the one of the 
cryptographic operations can continue with a following block of data. 
Claim 49: see col.3, lines 1-3; discussing the method as recited in claim 40, wherein 
said receiving comprises: prescribing the cryptographic instruction according to the x86 
instruction format. 

Claim 50: see col.14, lines 60-61; discussing the method as recited in claim 40, 
wherein said receiving comprises: prescribing an encryption operation as the one of the 
cryptographic operations, wherein the encryption operation comprises encryption of the 
plurality of input data blocks to generate the corresponding plurality of output data 
blocks. 

Claim 51: see col.14, lines 60-61 and col. 17, lines 48-49; discussing the method as 
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recited in claim 40, wherein said receiving comprises: prescribing a decryption operation 
as the one of the cryptographic operations, wherein the decryption. operation comprises 
decryption of the plurality of input data blocks to generate the corresponding plurality of 
output data blocks. 

Claim 52: see col.10, lines 55-64; discussing the method as recited in claim 40, 
wherein said executing comprises: accomplishing the one of the cryptographic 
operations according to the Advanced Encryption Standard (AES) algorithm. 
Claim 53: Cancelled. 

Claim 54: see col.3, lines 13-16; discussing the 54method as recited in claim 53, 
wherein the one of a plurality of block cipher modes comprises electronic code book 
(EGB) mode. 

Claim 55: see col.18, lines 17-18; discussing the method as recited in claim 53, 
wherein the one of a plurality of block cipher modes comprises cipher block chaining 
(CBC)mode. 

Claim 56: see col.18, lines 17-18; discussing the method as recited in claim 53, 
wherein the one of a plurality of block cipher modes comprises cipher feedback mode 

• « 

(CFB) mode. 

Claim 57: see col.5, lines 49-50; discussing the method as recited in claim 53, wherein 
the one of a plurality of block cipher modes comprises output feedback (OFB) mode. 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to LEYNNA T. HA whose telephone number is (571) 272- 
3851 . The examiner can normally be reached on Monday - Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Vu can be reached on (571 ) 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Infomriation regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status infomiation for unpublished applications is available through Private PAIR only. 
For more infomnation about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

LHa 



